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What is Risk?

A risk can be defined as:

Effect of uncertainty on objectives.

In this context, risk is an effect being a deviation from the 
expected which can:

 › Be positive, negative or both.

 › Address, create or result in opportunities and threats.

Risk is usually expressed in terms of: 

 › Risk sources. 

 › Potential events. 

 › Their impact (consequence).

 › The probability (likelihood) of experiencing the 
impact.

What is Reputation Risk?

In the corporate environment, reputation risk arises from:

Threat to the good name of a person, organisation or 
brand.

Most organisations seem to have ‘reputation risk’ as a 
separate risk category in their risk matrix and it often 

features strongly in the strategic risk register. However, 
the reality is that ‘reputation risk’ is not actually a 
separate risk category – reputation damage only occurs 
as a by-product of other failures. Reputation can also 
be enhanced by organisation success. Reputation risk is 
closely linked to other risks.

What are Benefits of Good Reputation?

A good reputation has potential to result in:

 › Greater business opportunities.

 › More sales and higher revenues.

 › Lower marketing costs, including free advertising by 
word-of-mouth.

 › Attraction and retention of more customers.

 › Distinguishing an organisation from competitors.

 › Promotion of good relationships with clients and the 
community.

 › Lower employee turnover.

How does Reputation Risk Arise?

Reputation damage can result from a range of factors, 
many of which are associated with Environmental / Social 
/ Governance (ESG).
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Environmental Social Governance

 › Sustainability.

 › Water usage and water safety.

 › Deforestation.

 › Use of natural resources.

 › Waste and pollution.

 › Greenhouse gas emissions and 
climate change.

 › Social responsibility.

 › Community support.

 › Health and safety.

 › Relationships with employees, 
suppliers, customers and 
communities.

 › Equal opportunity and diversity.

 › Economic inclusion.

 › Stakeholder opposition.

 › First Nations people.

 › Modern slavery and workers.

 › Modern slavery in supply chains.

 › Heritage destruction.

 › Animal welfare.

 › Transparent and accountable 
corporate governance. 

 › Internal controls and assurance. 

 › Responsible corporate behaviour and 
ethical decision-making. 

 › Executive remuneration. 

 › Shareholder rights including board 
diversity. 

 › Responsible marketing and 
advertising. 

 › Illegal business activities.

 › Corruption and bribery at home and 
international operations. 

 › Wage theft.
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More broadly, add to this list such things as:

 › Non-compliance with laws and regulations.

 › Fraud and corruption.

 › Data breaches resulting in security or privacy issues.

 › Falling short of customer expectations.

Why is Reputation Risk Important?

Reputation risk is important because once a reputation 
has been damaged, it is difficult to repair.

Warren Buffett says it takes 20 years to build a reputation 
and five minutes to ruin it. And with reputation accounting 
for 60% of brand value, according to a global survey 
by Weber Shandwick, how an organisation manages 
reputation risk can mean the difference between a short-
term setback and permanent brand damage.

What might be Controls for Reputation Risk?

The following list shows high-level controls that address 
reputation risk, though just about any control not followed 
could potentially impact an organisation’s reputation:

 › Board defines desired organisation culture through 
such things as values, code of conduct, etc.

 › Demonstrated commitment to integrity and ethical 
values.

 › Board and audit committee that asks the hard 
questions and insists on seeing evidence.

 › Overall assignment of responsibility for reputation 
(though recognising it is everyone’s responsibility).

 › Healthy corporate culture and ‘tone at the top’.

 › A formal defined corporate governance model.

 › A formal defined legislative compliance and policy 
compliance management system.

 › A formal defined 3 Lines assurance model.

 › An effective internal audit function.

Reputation Damage Example 1

In 2014 the Fair Work Ombudsman conducted an inquiry 
into allegations that significant underpayment of wages 
and falsification of employment records were occurring 
across much of the 7-Eleven franchisee network, a 
large Australian convenience retailer. The inquiry found 
concerning levels of non-compliance with the Fair Work 
Act and Fair Work Regulations, including instances 
of deliberate manipulation of records to disguise 
underpayment of wages.

7-Eleven repaid $173 million to 4,000 workers for the 
wage theft.

Following the 7–Eleven case, many organisations audited 
their payroll practices and found they were also in breach 
of Fair Work requirements.

Reputation Damage Example 2

In 2018 the live animal exports company Emanual Exports 
had its licence to transport live animals cancelled after 
an investigation relating to the death of 2,400 sheep on 
a voyage to the Middle East while aboard the Awassi 
Express in 2017.

The incident also led to a temporary ban on live sheep 
exports to the Middle East and prompted an ongoing ban 
on live animal exports during the northern hemisphere 
summer.

The incident caused reputation damage to Emanual 
Exports and ramped up protests against live animal 
exports.

Reputation Damage Example 3

In 2020 mining company Rio Tinto destroyed ancient rock 
shelters in Western Australia’s Pilbara region owned by 
the Puutu Kunti Kurrama and Pinikura (PKKP) First Nations 
people. 

The Juukan Gorge rock shelters were the only inland 
site in Australia with evidence of continuous human 
occupation for over 46,000 years.

Much has been written about this incident in Australia 
and internationally, with the reputation damage to 
Rio Tinto significant and claiming the jobs of the chief 
executive officer and two second line executives.

What are Questions to Ask?

Reputation related risk questions to ask organisations are:

 › Does the organisation have a strong ethical culture 
that starts with ‘tone at the top’ and doing the right 
thing?

 › How has the board / governing authority and audit 
committee had the ethical culture and ‘tone at the 
top’ validated?

 › Does the organisation have an up-to-date reputation 
risk policy that reflects contemporary disclosure 
expectations and board requirements?

 › Do the organisation vision and values specifically 
reflect a commitment to protecting the organisation’s 
reputation?

 › Does the board and audit committee have reputation 
risk as part of their agendas?

 › Has the organisation formally assessed reputation 
risk and developed action plans to remediate 
identified exposures outside the organisation’s 
defined risk appetite? 
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 › Do action plans have clear targets and 

accountabilities and include:

 › Potential reputation risk damage to the 
organisation’s intangible value?

 › Ability to operate?

 › Where legislated or voluntarily applied, is reputation 
risk in operational areas:

 › Understood and periodically reinforced?

 › Managed or mitigated?

 › Appropriately reported, with clear rules 
established to ensure integrity of reporting?

 › Is there reputation risk awareness training for the 
workforce including contractors and suppliers?

 › Are reputation risk requirements built-in to employee 
job descriptions and contractor contracts?

 › Are individuals held to account for their action or lack 
of action?

 › Is there regular dialogue with investors and 
stakeholders to ensure the organisation clearly 
understands the current and evolving external 
expectations in relation to reputation risk?

 › Is reputation risk covered in the crisis management 
plan or business continuity plan?

 › Is there a media plan to respond to an unforeseen 
reputation related issue becoming prominent in the 
media?

 › Does the internal audit plan include appropriate 
coverage of reputation risk?

Conclusion

Reputation is affected by a range of successes 
and failures. Reputation is an intangible part of an 
organisation’s value and is ‘at risk’ in a wide range of 
scenarios. 

Rather than focusing specifically on ‘reputation risk’, 
organisations should make sure they have:

 › Defined, robust governance.

 › Clearly defined values.

 › A healthy corporate culture and ‘tone at the top’.

 › Strong accountability mechanisms.

 › A compliance management process.

 › Defined, effective assurance.

 › An effective internal audit function.
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