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What is ICT Reporting?

‘ICT reporting’ can be defined as:

The mechanism by which the CIO provides assurance 
to senior management and the board that management 
obligations are being fulfilled and the organisation is 
receiving appropriate ICT services and support.

What is ICT?

ICT refers to ‘information and communications technology’. 
It is sometimes used interchangeably with more simply 
the abbreviation IT (information technology). It is a term 
that covers a range of devices and technologies including 
computer systems and networks, satellite systems, mobile 
telephones and even radio. These days ICT systems can be 
classified as critical infrastructure where they control such 
things as electricity, water supply, defence systems, etc. The 
term recognises the integration of these technologies.

What is ICT Governance?

Based on the definition in Australian Standard ISO/IEC 
38500:2016 ‘Information technology – Governance of IT for 
the organisation’, ‘ICT governance’ is defined as:

The system by which the current and future use of ICT is 
directed and controlled. 

It is a subset of organisation governance. ICT governance 
involves evaluating and directing plans for the use of ICT to 
support the organisation, and monitoring this use to achieve 
the ICT plan or strategy. It includes the strategy and policies 
for using ICT within an organisation.

ICT governance includes planning, monitoring and reporting.

Many organisations establish a board level committee 
to provide strategic direction and oversight of ICT for the 
organisation. This committee does not assume management 
responsibility but provides advice to those charged with 
governance. Such a committee would ordinarily consider the 
ICT plan or strategy, helping the board to ensure it is aligned 
with the business strategy.

What is ICT Reporting?

The chief information officer (CIO) is allocated budget and 
resources to provide an ICT service to the organisation. The 
service should be aligned to the organisation’s strategic 
objectives. The CIO is generally expected to manage:

 › Budget.

 › Resources – staff, contractors, vendor support.

 › Infrastructure including replacement and upgrade.

 › Software licensing.

 › ICT security including cybersecurity.

 › ICT disaster recovery.

 › ICT projects – capital expenditure (capex) and operational 
expenditure (opex).

Why is ICT Reporting Important?

Organisations make significant investment in ICT, so the CIO 
needs to prepare an evidence-based plan or strategy to 
justify that investment. Budgets and resourcing should be 
derived from an ICT plan or strategy that directly relates to the 
organisation’s strategic objectives.

If a CIO does not have an ICT plan or strategy, the question 
needs to be asked how the ICT budget is formulated and on 
what basis it is approved.

Senior management and the board must ensure there is 
appropriate oversight of ICT delivery and accountability for 
use of resources. ICT reporting directly supports this.

What are ICT Reporting Types?

Given the CIO is the steward of the ICT budget and 
responsible for achieving agreed outcomes in line with the 
budget allocation, there should be robust ICT reporting:

 › Real-Time reporting. 

 › Regular reports.

 › Project reports.

 › Periodic reports.

 › Annual report.
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ICT Real-Time Reporting 

Contains such things as:

 › Real-time exception and breach reporting as it occurs.

Benefits include:

 › Provides immediate reporting of issues occurring in the 
ICT environment.

 › Early identification of breaches so remedial action can be 
implemented in a timely manner.

ICT Regular Reporting

Contains such things as:

 › Service levels, outages, incidents, etc.

 › Financial data.

 › Risks and issues.

 › Cyber threats.

Benefits include:

 › Shows accountability for budget allocated to the CIO and 
whether expenditure is in line with forecasts.

 › Provides a snapshot of service levels and what is 
happening in the ICT environment.

 › Provides early warning of potential issues around service 
levels, budget, deployment of resources, etc.

ICT Project Reporting

Contains such things as:

 › Governance.

 › Scope.

 › Schedule.

 › Cost.

 › Quality.

 › Change management. 

 › Artefact management.

 › Value-for-money assessment.

 › Operational readiness and whether outcome will be fit-
for-purpose.

 › Benefit realisation.

 › Risks / issues / opportunities.

 › Continued alignment to approved business case.

Benefits include:

 › Shows accountability for budget allocated to the 
project manager and whether expenditure is in line with 
forecasts.

 › Reports whether project progress is in line with the 
schedule.

 › Provides early warning of potential issues around 
successful project delivery

 › Exploiting opportunities. 

ICT Periodic Reporting

Contains such things as:

 › Plan:

 › Progress against ICT plan or strategy.

 › Budget data.

 › Staffing data.

 › Risks / issues / opportunities.

Build:

 › Projects.

 › Monitor:

 › ICT assurance activities completed and in progress.

 › Open audit recommendations.

 › Open recommendations from other assurance 
activities.

 › Run:

 › Service levels achieved.

 › ICT incidents by category.

 › ICT security incidents.

 › ICT availability metrics.

 › Progress against performance measures (KPIs).

 › Cyber threats.

ICT Report Type Description Target Audience Suggested 
Frequency

Real-Time Real-time exception reporting as it 
occurs

Operational management Real-time

Regular Snapshot of service levels and 
progress against budget

Senior management group  
Chief finance officer

Monthly

Project Project progress against schedule 
and budget

Senior management group 
Audit committee 
Project steering committees 
Project sponsors 
Chief finance officer 
Project management office

Ongoing

Periodic Progress against ICT plan or 
strategy

Board ICT strategy and oversight committee  
Audit committee 
Senior management group

Quarterly

Annual Report Wraps up and showcases the ICT 
story for the year

Board 
Audit committee 
Senior management group

Annual
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Benefits include:

 › Shows accountability for budget allocated to the CIO and 
whether expenditure is in line with forecasts.

 › Provides informative data on service levels and what is 
happening in the ICT environment.

 › Provides details of issues around service levels, budget, 
deployment of resources, etc.

ICT Annual Reporting

Contains such things as:

 › Performance against ICT plan or strategy.

 › Performance against objectives.

 › Performance measures (KPIs) and results.

 › Achievements.

 › Results of ICT assurance activities.

 › Governance assurance scorecard.

 › Maturity assessment model.

 › High-level forward work plan of initiatives going forward.

 › Risks / challenges / opportunities.

Benefits include:

 › Reports progress against the ICT plan or strategy.

 › Wraps up and showcases the ICT story for the year.

 › Shows accountability for budget allocated to the CIO and 
whether expenditure was in line with forecasts at year-
end.

Conclusion

The CIO has responsibility to ensure the ICT budget and 
deployment of resources is designed to help achieve the 
organisation’s strategic objectives.

The key question to be answered is:

How does management, the audit committee and board 
clearly know the ICT environment is operating effectively 
and the ICT budget has been well-spent?
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