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What is Ethics?

Ethics is a concept that transcends our personal and work 

lives. It deals with the actions of people which can cause good 

or bad within society.

In a corporate setting, ethics is:

The standard of moral behaviour and conduct expected of 

organisations and their workers – it is doing the right thing.

Ethics is entwined with culture.

Culture can be defined as:

A system of shared assumptions, values and beliefs that 

reflects the way people behave. The ‘lived culture’ across 

an organisation dictates what internal control practices 

are actually applied in practice. A colloquial definition of 

culture frequently heard in workplaces is ‘the way we do 

things around here’ or ‘what we expect around here’.

Organisations often wish to shape work culture by declaring a 

set of organisation ‘values’. These values are mostly based on 

ethical principles. Ten common ethical principles in Australia 

are:

 › Integrity

 › Honesty

 › Fairness

 › Openness

 › Compassion

 › Efficiency

 › Accountability

 › Objectivity

 › Democratic Leadership

 › Public Interest

Lapses in ethical behaviour can lead to fraud or corruption:

Fraud – Any illegal act characterised by deceit, 

concealment, or violation of trust. These acts are not 

dependent upon the threat of violence or physical force. 

Frauds are perpetrated by parties and organisations to 

obtain money, property or services; to avoid payment 

or loss of services; or to secure personal or business 

advantage or misuse of entrusted power for personal gain 

including bribery, conflict of interest, embezzlement and 

fraud. May also be called occupational fraud.

Corruption – Acts in which individuals wrongfully use their 

influence in a business transaction in order to procure 

some benefit for themselves or another person, contrary 

to their duty to their employer or the rights of another for 

example, kickbacks, self-dealing, or conflicts of interest – 

corruption typically includes bribery.

Ethics and corruption may come across as different things, but 

they coexist – poor ethics will often result in corrupt behaviour.

When referring to organisations, the term ‘workers’ is used 

rather than ‘employees’ since ‘employees’ limits the people 

connected with or representing an organisation to those on 

the payroll and excludes volunteers, contractors, temps, 

agency people, gig workers, etc.

What Affects Ethical Decision-Making?

In most social groups, the majority of people share similar 

values. They generally agree on what is good and bad, right 

and wrong, and moral and immoral. Not everyone may fully 

agree with the same values, but the social values of the 

majority will affect the group and its social cohesion.

The collection of beliefs and morals makes up a set of 

principles known as ‘ethics’. Ethics are judgements about right 

and wrong, or more specifically a person’s moral obligations 

to society that determines their actions. These can change 

over time as society evolves. There can also be conflicting 

ideas about what is right and wrong.

There are generally four factors affecting ethical decision-

making:

 ›  Laws and regulations.

 ›  Industry and organisation ethical codes.

 › Social pressures.

 › Tensions between personal standards and organisation 

needs.

It should be kept in mind that legal standards do not create 

ethical principles – just because something is legal does 
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not necessarily mean it is ethical. The law is a minimum 

threshold and does not address how people should behave 

ethically. Obeying the law is often the first test before ethics 

is considered. Ethics may come into effect in mitigation of 

failures to obey laws for example ‘compassion’ or ‘remorse’. 

Similarly, ethics may come into effect as mitigating factors for 

breaches of organisation rules. 

Why is Ethics Important?

Ethics is important for both people and organisations to:

 › Maintain trust and reputation.

 › Demonstrate accountability and transparency.

 › Assist responsible decision-making.

 › Clarify organisational culture and expectations of 

employees.

 › Develop positive organisational culture – ‘a good place to 

work’.

 › Ensure justice – equity of access, fairness and fair 

processes.

 › Help avoid legal action.

 › Assist employee selection – alignment between personal 

and organisational values leads to job satisfaction and staff 

retention.

How can Ethics be Controlled?

When examining ethics as part of an internal audit or 

assurance activity, it quickly becomes evident it is a more 

difficult proposition than auditing from a compliance 

perspective. This is because ethics is not readily assessed 

using the ‘hard controls’ used for most assurance activities 

with ‘hard controls’ defined as:

Tangible controls involving explicit activities that are 

usually objective for example approvals, delegations, 

authorisations, verifications, reconciliations.

Ethics moves into ‘soft controls’ territory, with ‘soft controls’ 

defined as:

Intangible controls that are typically subjective and reflect 

implicit attitudes for example culture, tone at the top, 

shared values, morale, integrity, trust, empowerment.

How do you audit things like’ culture’ or ‘tone at the top’? 

For example, an organisation may have a code of conduct 

outlining expected worker behaviours – but how can it be 

established there is compliance with requirements of a code 

of conduct? 

Many soft controls have ‘soft control instruments’ for example:

 › Established organisation value principles.

 › Code of conduct.

 › Conflict of interest policy.

 › Gifts, benefits and entertainment policy.

These set the expected behaviours of workers, but breaches 

(if not reported by an observer) would need to be self-reported 

by workers and would remain unknown if not self-reported.

The ‘hard control’ and ‘soft control’ environment can be shown 

as:

Hard 
Controls

Policy & Procedures Segregation of Duties Internal Control Risk Analysis

Reconciliations Physical Security Measures IT Workflows

Soft Controls
Tone at the Top  

Behaviour of Management and Employees

Soft Control 
Instruments

Values Principles Code of Conduct Conflict of Interest Policy Gifts and Benefits Policy 

Induction
Training and 

Awareness
Monitoring

Performance 

Review
Whistleblowing
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What does an Effective Ethics Program Look Like?

An effective ethics program will comprise such things as:

 › Focus on ethical leadership and ‘tone at the top’.

 › Vision statement.

 › Defined values.

 › Code of conduct including expected ethical behaviours.

 › Ethics oversight committee.

 › Specific person assigned to lead the ethics program.

 › Ethics training.

 › Ethics support service.

 › Ethical behaviour awards and sanctions.

 › Monitoring system to track and report on ethics.

 › Regular audits and evaluations of ethics and culture.

 › Whistleblowing program.

 › Ethics statement and report in an organisation’s annual 

report.

Ethics in Action

 ›  In ethical situations there is seldom 100% ‘correct’ answers.

 › It is like life – there are options and consequences.

 › Not everything is ‘black and white’ and there can be a lot of 

‘grey’.

 ›  In some ethical situations an incremental approach could be 

used. That is, try something and if that doesn’t work, move 

on to the next option. Ethical situations are generally not 

true or false, or yes or no exercises, and demonstrate ethics 

is not as easy as it seems.

 ›  Depending on circumstances, there may be ethical 

situations where the answer for one person may be different 

for another person.

 › Sometimes, an action based on one ethical principle 

can impinge on another ethical principle and thus, a fair 

balancing of both needs to be considered.

Where to Start with Ethics?

The 20 Critical Questions Series ’What Directors should ask 

about Ethics and Fraud Control’ issued by the Institute of 

Internal Auditors-Australia (IIA-Australia) is a practical tool 

that can be used by organisations to quickly self-assess their 

ethical environment.

It asks as its final ‘big question’:

How does management, the audit committee and board 

of directors clearly know that ethics are strong, and fraud 

and corruption prevention arrangements are operating 

effectively?

It is a difficult question to answer, but if an organisation cannot 

answer the question, they are ‘flying blind’ and really have no 

idea about the state of ethics in their organisation.

Useful References

The 20 Critical Questions Series ’What Directors should ask 

about Ethics and Fraud Control’, Institute of Internal Auditors-

Australia

Factsheet ‘Fraud and Corruption’, Institute of Internal Auditors-

Australia

White Paper ‘Audit Committee Oversight of Fraud and 

Corruption Investigations Activity’, Institute of Internal Auditors-

Australia

White Paper ‘Conducting Fraud and Corruption Investigations’, 

Institute of Internal Auditors-Australia

White Paper ‘Conflicts of Interest – A Framework’, Institute of 

Ethics Models

Often there can be a situation where people need to make a 

difficult choice between two or more alternatives, especially 

equally undesirable ones. When considering how to respond 

to ethical situations or dilemmas, a ‘decision model’ can be 

considered for example:

IDEA

Identify the facts

Determine the relevant ethical principles

Explore the options

Act appropriately

ETHICS

Everyone is responsible

Tone at the top is necessary

Honesty is best

Integrity is essential

Corporate social responsibility is expected

Silence is not acceptable
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White Paper ‘Conflict of Interest in the Award of Contracts’, 

Institute of Internal Auditors-Australia

White Paper ‘Corruption-related Risks in Decision-making’, 

Institute of Internal Auditors-Australia

White Paper ‘Fraud and Corruption Risks Assessments’, 

Institute of Internal Auditors-Australia

White Paper ‘Fraud Prevention – 10 Action Steps’, Institute of 

Internal Auditors-Australia

White Paper ‘Fraud Risk Indicators’, Institute of Internal 

Auditors-Australia

White Paper ‘Using the Fraud Triangle to Design and Assess 

Internal Controls’, Institute of Internal Auditors-Australia

White Paper ‘Whistleblower Program’, Institute of Internal 

Auditors-Australia


