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What is Risk?

Risk arises whenever we are trying to achieve an objective in 

an environment of uncertainty. It is expressed in terms of the 

potential consequences (impact) of that uncertainty and the 

likelihood (probability) of experiencing those consequences. 

The uncertainty may be unknown future events but is very 

often a shortage of information about the environment in 

which we are working.

The definition of risk adopted in Australian Standard (AS) ISO 

31000: 2018’ Risk management – Guidelines’ reflects this:

‘Effect of uncertainty on objectives.’

What is Risk Management?

The Institute of Internal Auditors (IIA) has defined ‘risk 

management’ as:

‘A process to identify, assess, manage, and control 

potential events or situations to provide reasonable 

assurance regarding the achievement of organisation 

objectives.’

Risks are managed by those accountable for the delivery 

of the products and services of an organisation. A risk 

management function does not itself manage risks but 

manages an organisation’s risk management framework, 

provides advice to operational management and coordinates 

reporting of risk status. For further information on the risk 

management function, refer the IIA-Australia Factsheet ‘Risk 

Management’.

Key technical reference documents for risk management 

practice are:

 › Australian Standard (AS) ISO 31000:2018 ‘Risk management 

– Guidelines’.

 › COSO ‘Enterprise Risk Management – Integrating with 

Strategy and Performance’.

What is Internal Audit?

The definition of internal audit is:

‘An independent, objective assurance and consulting 

activity designed to add value and improve an 

organisation’s operations. It helps an organisation 

accomplish its objectives by bringing a systematic, 

disciplined approach to evaluate and improve the 

effectiveness of risk management, control and governance 

processes.’

Internal audit does not manage risk but it does provide 

information in the form of assurances and advice to 

management of an organisation. This information reduces the 

uncertainty faced by management and therefore contributes 

to management of risk. For further information on internal 

audit, refer the IIA-Australia Factsheet ‘Internal Auditing’.

The key reference document for internal audit practice is the:

 › ‘International Professional Practices Framework’ (IPPF) 

issued by the Internal Audit Foundation.

How Can Internal Audit and Risk Management Work 
Together?

Both risk management and internal audit contribute to the 

management of risk within an organisation, although neither of 

these functions directly manage organisational risk.
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Business Intelligence  › Internal audit and risk management can have regular scheduled meetings to update 
each other on their work and what they are seeing within their organisation – this 
informs the future work of both functions.

Information Sharing  › Internal audit can provide risk 
management with copies of its reports – 
these can be used to inform and update 
risk registers.

 › Risk management can provide internal 
audit with copies of its risk assessments 
and risk registers – these can be used 
to inform internal audit planning and 
upcoming internal audit services.

Facilitation  › Risk management can facilitate an annual risk assessment of the internal audit function.

 ›  Risk management can collaborate with internal audit to facilitate risk assessment 
workshops with internal audit clients about topics of upcoming internal audit services 
and inform solutions to identified issues.

 ›  Collaboration can extend to fraud risk workshops leading to an organisation’s fraud risk 
assessment.

Awareness Raising  ›  Internal audit and risk management can deliver training on topics such as governance, 
risk management, controls, assurance, fraud, etc.

 ›  Internal audit and risk management can deliver joint update sessions on current and 
emerging risks and issues to organisation management and staff – could include regular 
‘paper bag sessions’ at lunch times.

Assurance Services  › Internal audit and risk management can put together teams to work on internal audit 
services from the internal audit plan, with risk management bringing deep insights on 
risk management effectiveness and opportunities for specific topics.

Projects and Business 
Initiatives

 › Internal audit and risk management can put together joint teams to assess progress of 
‘in flight’ projects from risk management and assurance perspectives.

Guest Auditors  ›  Risk management practitioners can join internal audit teams as guest auditors for 
specific internal audit projects – a guest auditor might be used when someone with 
specific technical knowledge may be needed for an internal audit project and that 
expertise is not available within the internal audit function – a risk management 
practitioner may bring necessary technical knowledge.

Assurance Mapping  ›  A higher quality assurance map is likely to be produced if internal audit and risk 
management collaborate and co-author the document.

Analysis and 
Reporting

 ›  Internal audit and risk management can prepare a joint 6-monthly or annual ‘state of 
the nation’ report for the board of directors, audit committee and senior management on 
current and emerging risks and opportunities.

GRC Assurance and 
Reporting

 › Internal audit and risk management can work together with other Line 2 assurance 
activities such as compliance to provide an organisationally consistent approach to 
Governance / Risk / Compliance (GRC) assurance and reporting.

Risk Management 
Framework

 ›  Internal audit can provide assurance over 
their organisation’s risk management 
framework.

 › Risk management can work with internal 
audit to improve their organisation’s risk 
management framework.
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