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Agenda

• The landscape of fraud, bribery and corruption risk –
the facts and the highlights from current surveys

• The Internal Auditor’s role in:

– Deterring fraud

– Detecting fraud

– Responding to fraud detected or suspected

• The investigation process

• A brief guide to interview techniques for Internal 
Auditors
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“There are no small frauds; just large frauds 
that are caught early.”

W. Steve Albrecht 2015

3



Case study - what can we learn?
Who was the victim? Leighton Contractors (construction)

What happened? Former Finance Manager Damian O’Carrigan (30 year 
employee at Leighton with a $200K salary) stole $20M by approving his 
own false invoices on the maintenance account (had large credit balances 
to pay for corrections and warranty claims on large projects) to finance 
secret affairs, race horses, his daughter’s wedding and engagement rings, 
with the fraud unbeknown to his wife and daughter. The false invoices all 
had a single line explanation: ‘For consultancy services as directed for the 
period’ that never took place’. Detected via a Internal procurement value 
chain review

How much? $20.7M made up of 308 false invoices of between $10K and 
$205K payments to his own business ‘Acorn Cottage’ over 12 years

Motive? Greed

Opportunity? Lack of segregation of duties with a Finance Manager 
allowed to approve his own invoices. He was authorised to approve 
payments up to $5M

Result? 15 years prison.  Only 10-20% of stolen money recovered
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Case study - what can we learn?
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Source: The Courier-Mail newspaper, 4 April 2013, Queensland.



What is fraud and corruption?

• Fraud means ‘ dishonestly obtaining a 

benefit, or causing a loss…’.
[Source: ‘Part 4 - Definition of Fraud’ in the Commonwealth Fraud Control Framework’s Australian Government Attorney-General’s 
Department Resource Management Guide No. 201: Preventing, detecting and dealing with fraud, 4.1 p. 7, July 2014.]

Source: AS 8001-2008 

Fraud and Corruption 

Control, Standards 
Australia.
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[Source: Donald R. Cressey’s ‘Fraud Triangle’, as sourced from the OCEG GRC Illustrated Series, 
How Do We Manage the Business Risk of Fraud?, 2008]



Fraud: The facts [ACFE Global Fraud Study 2014]

• Estimated that the typical organisation loses 5% of its revenue 
annually to fraud

• Fraud median loss $145k, lasted median of 18 months before 
detection

• 3 primary fraud categories: asset misappropriation (85% & the 
least costly with median loss $130k), financial statement fraud (9% 
& most costly with median loss of $1m), corruption schemes (in 
the middle at 37% & median loss $200k)

• Tip is most likely method of detection than any other (over 40% of 
all cases)
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• Organisations with hotlines had 41% less costly 
fraud & detected 50% faster

• Most common victim industry sectors by no. of 
cases of banking & financial services, govt./public 
administration, & manufacturing, with largest 
losses in mining, real estate, and oil & gas



Fraud: The facts [ACFE Global Fraud Study 2014]

• Perpetrators with higher levels of authority tend to cause much 
larger losses

• Anti-fraud controls correlate to significant fraud decreases in 
cost and duration

• 77% of frauds were committed by individuals in 1 of 7 business 
functions: accounting, operations, sales, executive/upper 
management, customer service, purchasing, finance

• Many of the most effective anti-fraud controls are being 
overlooked by organisations
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What is foreign bribery or foreign corrupt 
practices?

• Corruption is the abuse of entrusted power for private gain (source: 

Transparency International)

• Bribing a public official is a crime anywhere in the world (e.g. 
Australian Commonwealth Criminal Code Act 1995, S. 70.2, US 

Foreign Corrupt Practices Act or FCPA 1977, UK Bribery Act 

2010)

• UK Bribery Act 2010 criminal offences are bribing a public official,  
bribing another person (accepting & receiving), failure of 
commercial organisations to prevent bribery
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Who really really owns fraud in your company?

13

[Source: Association of Certified Fraud 
Examiners  (ACFE) Fraud Magazine article 
‘Who Owns Fraud? Uniting Everyone to 
Effectively Manager the Anti-fraud Program’, 
Vol. 26, no. 1, Jan.-Feb. 2011]



Example leading practice
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[Source: Australian National Audit Office 
(ANAO), Fraud Control in Australia 

Government Entities: Better Practice 

Guide, March 2011]



AS 8001 Fraud and Corruption Control
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The role of the Internal Auditor in: [IIA IPPF-Practice Guide: 

Internal Auditing and Fraud]

General FBC control

Note: The International 

Professional Practices 

Framework (IPPF) outlines 

the International Standards 

for the Professional Practice 

of Internal Auditing

(Standards).

IAs must have 

sufficient knowledge 

to evaluate the risk of 

fraud and the manner 

in which it is managed 

by the organisation, 

but are not expected 

to have the expertise 

of a person whose 

primary responsibility 

is detecting and 

investigating fraud.
[Practice Advisory 1210.A2]
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Deterring fraud

Assisting in the 

deterrence of 

fraud by examining 

and evaluating the 

adequacy and the 

effectiveness of 

the system of 

internal control, 

commensurate 

with the extent of 

the potential 

exposure/risk in 

the various 

segments of the 

organisation’s 

operations.
[Practice Advisory 

1210.A2-1]

Detecting fraud

To assist members of the 

organisation in the effective 

discharge of their 

responsibilities by furnishing 

them with analyses, 

appraisals, 

recommendations, counsel, 

and information concerning 

the activities reviewed. 

Includes IAs are to have:

- Sufficient knowledge of 

fraud to identify indictors

- Be alert to opportunities 

that could allow fraud

- Evaluate if fraud may 

have been committed and 

decide on further action / 

investigation

- Internal notification to 

those appropriate
[Practice Advisory 1210.A2-1&2]

Responding to fraud

When an IA suspects 

wrongdoing, the 

appropriate 

authorities within the 

organisation should be 

informed. The IA may 

recommend whatever 

investigation is 

considered necessary 

in the circumstances. 

Thereafter the IA 

should follow up to 

see that the internal 

auditing activity’s 

responsibilities have 

been met.
[Practice Advisory 1210.A2-1]



Quick hits for the Internal Auditor

1. Determine if you have a fraud and corruption policy / procedure or plan, 
and if not, explore if your organisation needs one (fit-for-purpose)

2. Who is in charge of operationalising your fraud and corruption control 
framework?

3. Who is operationalising prevention (e.g. induction, employee awareness 
training, identifying and knowing and managing the risks, background 
checking – employee screening, vendors)?

4. Who is operationalising detection (e.g. reporting avenue or hotline, 
fraud or forensic data analytics / general data analytics, internal audit 
function, external audit)

5. Who is able to investigate issues as they arise (Friday afternoon issue 
often!) and is the loop closed with understanding what has occurred, 
learnings, actions, and internal control improvements to prevent 
reoccurrence

6. So, do controls exist and are they operating as intended (“Show me!)

7. Do you know where to go to get help?
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An investigation defined

• “A search for evidence connecting or tending to connect a person 
with conduct that infringes the criminal law or the policies and 
standards set by the effected organisation.”   [Source: Australian Standard AS 

8001-2008 Fraud and Corruption Control, p.16]

• “A search for the truth, in the interests of justice and in accordance 
with the specifications of the law.”  [Source: La Trobe University’s Graduate 

Certificate in Fraud Investigation course notes, 2010]
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From information to evidence
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Evidence

Relevant Fact

Information
Gather, gather, gather!
“A failure to search is a 

failure to find.”[source: Victoria 

Police Detective Training School (DTS)]

Validation procedures: analysis, 
investigation (all information 
avenues), identification of 
witnesses, etc. 

Testimony given in court:
relevance, admissible 
and reliability



Essential forensic investigation techniques
• Rules of evidence (gathering, admissibility, security, continuity)

• Principles of natural justice and procedural fairness

• Investigation competencies, licensing/security clearance, professionalism

• Legal and ethical avenues of investigation

• Where required working with lawyers under legal professional privilege

• Liaison with police and / or regulatory agencies if required

• Factual findings reports

• Recovery (e.g. from fraudster, civil, criminal, fidelity insurance) / corrective action

_____________________________________________________________________________________________________

[Source: Internal Auditing and Fraud: International Professional Practices Framework (IPPF) Practice Guide,
Institute of Internal Auditors (IIA), 2009, p. 19]
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MORE INFORMATION

Interviewing: You don’t know what you don’t know!

DETECTING DECEPTION

RESPONSE GIVEN
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Interpersonal communication - lies

• More than three-quarters of lies go undetected
[Sources: Vrij, A. 2000, Detecting Lies and Deceit, John Wiley & Sons, England; (2) DePaulo, B., Kashy, D., Kirdendol, 
S., & Wyer, M. 1996, ‘Lying in Everyday Life’, in Journal of Personality and Social Psychology, Vol. 70, No. 5, pp. 979-
995.]

• The average adult can distinguish truth from fact only 54% of 
the time

[Sources: (1) Bond, C. & DePaulo, B. 2006, ‘Accuracy of Deception Judgements’, in Personality and Social Psychology 
Review, 10, pp. 214-234; (2) DePaulo, B., Stone, J. & Lassiter, G. 1985, ‘Deceiving and Detecting Deceit’, in The Self 
and Social Life, McGraw-Hill, USA; (3) Kraut, R.1980, ‘Humans as Lie Detectors’, in the Journal of Communication, Vol. 
30, Issue 4, pp. 209-218.]

• 60% of adults cannot have a ten minute conversation without 
lying at least once 

[Source: 2002 study at http://www.eurekalert.org/pub_releases/2002-06/uoma-urf061002.php]

• The decisive majority of people do not lie. The decisive 
majority (above 90%) just do not say everything. Therefore, in 
most cases we do not have to search for deception, but to 
search for what the person did not say. 

[Source: SCAN interview technique by Avinoam Sapir)
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Men and Women, and Lies (2009 UK study)

• Men lie 6 times a day on average to their partner, boss, and 
work colleagues, whereas women lie 3 times a day

• What do they lie about?

[Source: http://www.dailymail.co.uk/news/article-1213171/Men-lie-times-day-twice-women-study-finds.html ] 

Men

1. Nothing's wrong, I'm fine 
2. This will be my last pint
3. No, your bum doesn't look big in that
4. I had no signal
5. My battery died 
6. Sorry, I missed your call 
7. I didn't have that much to drink 
8. I'm on my way 
9. It wasn't that expensive 
10. I'm stuck in traffic

Women

1. Nothing's wrong, I'm fine 
2. Oh, this isn't new, I've had it ages 
3. It wasn't that expensive 
4. It was in the sale 
5. I'm on my way 
6. I don't know where it is, I haven't touched it 
7. I didn't have that much to drink 
8. I've got a headache 
9. No, I didn't throw it away 
10. Sorry, I missed your call
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Difference between interview / interrogation

Interview:

• A conversation to elicit information which does not enter 
confrontation

Interrogation:

• An interview which involves confrontation to elicit information 
the subject is reluctant to provide
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Interpersonal communication

• As a general rule: listen, listen, and listen again

• Do not allow yourself to become emotional

• Do not make statements or promises you cannot keep

• Always actively listen. You may not agree with the statements that 
a person is making but the person must feel like they are being 
heard
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• Interview planning – have a game plan 
(e.g. refer to Ord, B., Shaw, G. & Green, T. 2011, 
Investigative Interviewing Explained, 3rd Ed., LexisNexis 
Butterworths, Australia)



The basic questions should be:

• Simple - words easily understood

• Short – because long winded questions may be misinterpreted

• Put logically - less confusing and in a logical sequence

• Singular - put one question or make one point at a time to ensure 
that the question is unambiguous

• Ask extended answer (or open-ended) questions - phrase 
questions to get a narrative answer rather than yes or no (what? 
When? Where? Who? Why? How?)

• Avoid leading questions – note: a leading question suggests the 
answer or assumes facts

• Tell me!

• He/she who asks the questions controls the conversation!
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Analysing body language - non-verbal cues

• The nature of deception with body language – fight or flight

• 80% of all human communication is non-verbal

• Analysing body language in context

• Do not necessarily take one action such as loss of eye contact 
as deception

• What we should be looking for is clusters or bundles of body 
language

• If the spoken word is inconsistent with a person's body 
language at the time of the response, or immediately after, then 
this is significant
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The Basic interview method by Pamela Meyer

• Meyer’s BASIC method combines facial recognition with advanced 
interdisciplinary interrogation techniques. With the help of her research team, 
she spent two years collecting, analysing, and comparing decades of scientific 
data from military and intelligence agencies, police departments, government 
investigators, and academia to create a comprehensive survey on deception.  
Then she developed the BASIC method.

• BASIC:
• Baseline Behaviour
• Ask Open-ended Questions

– Elicit observable responses
• Study the clusters (non-verbal/verbal cues)
• Intuit the Gaps

– Gaps in statements, logic, behaviour, emotion
• Confirm

– Test your hunches & move towards concluding

[Source: Meyer, Pamela 2010, Liespotting: Proven Techniques to Detect Deception, 
St. Martin’s Press, New York, USA.]
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SCAN interviewing technique

• SCAN is ‘Scientific Content Analysis’, an effective tool in the 
determination of truth or deception in communications (written or 
verbal)

• Developed by Avinoam Sapir, a polygraph examiner with the 
Israeli National Police, Bachelors Degree in both Psychology and 
Criminology, Master’s Degree in Criminology

• Most people don’t really lie; most just don’t tell you everything
• Ending a question with an exclamation point (!) is always better 

than ending it with a question mark (?)
• Structure of the statement – a truthful statement should be 

balanced
• Possible structures of a statement [(TI) Trivial Issue, (MI) Main 

Issue]: (TI)  (  MI  )  (TI)     TRUTH
(  TI  )  (MI)   DECEPTION
( MI )  (  TI  )  DECEPTION

(   MI   )  DECEPTION
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10 tell-tale signs of lying or deception

1) Lack of self-reference

2) Verb tense (truthful will use first person past tense)

3) Answering questions with questions

4) Equivocation (use of fillers, weak modifiers, vague expressions)

5) Oaths (“I swear”, “as God as my witness”)

6) Euphemisms (mild/less direct: e.g. missing not stolen, borrowed 
not taken)

7) Alluding to action (without saying they actually performed them)

8) Lack of detail (truthful statements usually contain detail)

9) Narrative balance  (truthful approximates = prologue 20%, critical 
event 60%, aftermath 20%)

10) Mean length of utterance (watch for shorter or longer than MLU*)
* MLU = mean length of utterance, which is the average number of words per sentence (usually 10-15). 
Anxious people will speak in sentences significantly longer or shorter than the average. 
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[Source: Clikeman, Paul 2012, ‘The Tell-Tale Signs of Deception’, 
ACFE Fraud Magazine, Vol. 27, No. 1 Jan. / Feb. 2012]
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Our one-firm structure allows us to provide strong
connections and a focus on client relationships.
Clients can readily connect to our national and
international expertise and networks, our extensive
understanding of Australian business and to senior
advisors. With RSM Bird Cameron you really are…

Connected for Success


