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Cyber Security…is it a boardroom issue? 

 

Today’s session will cover 
 
 

• Cyber Security and the Boardroom 

• Executive sponsorship 

• Organisational culture 

• Operational readiness 

• Cyber preparedness 
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Cyber Security…is it a boardroom issue? 

• Cyber security and the boardroom 

− Security is a business issue 

• Directly impacts: 

− investor & Public confidence 

− Reputation 

− Trust 

− Future  

 Revenue 
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Cyber Security…is it a boardroom issue? 

 

Executive sponsorship 
 
• Key Stakeholders 

− Chair or Secretary of Board 

− CEO/GM 

− CFO/CIO/CISO/CRO 

− Audit Risk Committee 

• Elevate discussion to board/execs via a security 

committee with appointed delegates 

• Standing dedicated agenda item 

 

 

 

 

 

Cyber security, is it a boardroom issue? 6 



 © 2014 Deloitte Touche Tohmatsu 

Cyber Security…is it a boardroom issue? 

 

 
 
 

• Cyber Security and the Boardroom 

• Executive sponsorship 

• Organisational culture 

 

 

 

 

 

Cyber security, is it a boardroom issue? 7 



 © 2014 Deloitte Touche Tohmatsu 

Cyber Security…is it a boardroom issue? 

 

Organisational culture 
 
•  Business disabler (needs to be enabler) 

•  Path of least resistance 

• CISO often not part of senior leadership 

•  “We’ve always done it this way” 

• “It won’t happen to us” 

•  Afterthought 

• Budget savings 
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Operational Readiness 

What are the key business goals  

− Business impact analysis 

− Critical systems identification 

− Right People – right roles  

−Policies & Procedures 

− Third party contractual clauses 

•  Incident response plan 

− Key stakeholders identified 

− Testing & simulations 
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You’ve been breached….now what? 
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Cyber Preparedness 

Shift culture from Reactive to Proactive 

• Cyber Preparedness Plan 

− Key internal resource identification 

• Cyber simulation testing 

− Incident response plan 

• Media release plan 

• Access to specialist resources (pre-identified) 

• Cyber insurance 
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Conclusion 
 
• Security is a business issue 

• Security posture – threats are not static 

• Have a plan 

• Test the plan 

• Be prepared to change the plan 

• Annual reviews of environment 

• Move from reactive to proactive 

• Auditors are our friends 

• Don’t Panic! 
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Need more information? 

For more information please contact: 

 

Alistair Blake 
Director 

Cyber Security & Risk Services 

Deloitte Touche Tohmatsu 

aliblake@deloitte.com.au 

Mobile: 0450 126 148 
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General information only 

This presentation contains general information only, and none of Deloitte Touche Tohmatsu Limited, 
its member firms, or their related entities (collectively the “Deloitte Network”) is, by means of this 
presentation , rendering professional advice or services.  
Before making any decision or taking any action that may affect your finances or your business, you 
should consult a qualified professional adviser. No entity in the Deloitte Network shall be responsible 
for any loss whatsoever sustained by any person who relies on this presentation. 

About Deloitte 

Deloitte refers to one or more of Deloitte Touche Tohmatsu Limited, a UK private company limited 
by guarantee, and its network of member firms, each of which is a legally separate and 
independent entity. Please see www.deloitte.com/au/about for a detailed description of the legal 
structure of Deloitte Touche Tohmatsu Limited and its member firms. 
Deloitte provides audit, tax, consulting, and financial advisory services to public and private clients 
spanning multiple industries. With a globally connected network of member firms in more than 150 
countries, Deloitte brings world-class capabilities and high-quality service to clients, delivering the 
insights they need to address their most complex business challenges. Deloitte's approximately 
195,000 professionals are committed to becoming the standard of excellence. 
 
About Deloitte Australia 

In Australia, the member firm is the Australian partnership of Deloitte Touche Tohmatsu. As one of 
Australia’s leading professional services firms. Deloitte Touche Tohmatsu and its affiliates provide 

audit, tax, consulting, and financial advisory services through approximately 6,000 people across 
the country. Focused on the creation of value and growth, and known as an employer of choice for 
innovative human resources programs, we are dedicated to helping our clients and our people 
excel. For more information, please visit our web site at www.deloitte.com.au. 

Liability limited by a scheme approved under Professional Standards Legislation. 

Member of Deloitte Touche Tohmatsu Limited 
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